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	Overview 









	Dorset Police have produced a lesson to support the new RSE curriculum launched in September 2020.
This lesson is designed to raise awareness around the risks whilst young people are online. This short education gives pupils safety tips for when they are online. The aim is to keep them safe online and prevent them talking with unknown persons and giving away their personal information. Also, how to behave appropriately and advise them where they can go for help and support. 
Please follow your usual policy for informing parents of content and ensure consideration has been given to the welfare of students who may be affected by the content of this lesson. 


	Relationship Education Programme

	Supports The Department for Education (DfE) Statutory Guidance 2020
Relationships Education, Relationships and Sex Education and Health Education guidance (publishing.service.gov.uk) and covers these areas: 

· That people sometimes behave differently online, including by pretending to be someone they are not
· That the same principles apply to online relationships as to face-to-face relationships, including the importance of respect for others online including when we are anonymous
· How information and data is shared and used online
· Where and how to report concerns and get support with issues online



	Target Audience
	Aimed at KS3


	Session Time
	Approximately 3 – 4 minutes 

	Objectives
	
1. Explain how to stay safe
2. Understand how to set up a secure password
3. Describe terms and conditions, data collection, pop ups and DDOS
4. Explore online reputation
5. Know where to go for help and support


	Content & guidance
	
Slide 1 – Title slide 

Introduce the topic giving an explanation why the education is being given i.e., incidents happening in school

Slide 2 – Introduction from Dorset Police Safer Schools and Communities Officer – How to stay safe 

Explain that some of us like going on our phones and our laptops so it is important we know how to stay safe.

Slide 3 & Slide 4 – Passwords 

It is important that when young people are on social media or gaming, they set up a secure password, to stay safe.  Use of a ‘password manager’ or ‘2 factor authentication should be considered for extra security.

Slide 5 – Terms & conditions 

Young people may wonder why they keep being sent links and information.  When online data is collected it is shared with other sites and items that you may be interested in. Make it clear to them that once they have accepted terms and conditions on games or apps it may mean that companies can keep, use, and store their information.  But they can decline these when they first access these games/apps online. 





Slide 6 – In-app purchases

In app purchases are so tempting for young people as they can get information just on a click of the mouse.

It helps people to progress quicker in a game or makes it more exciting.

Loot boxes – enticing children to purchase extra items but they don’t know what they are buying until they have paid for it.

Emphasise to young people that ‘real world’ money is linked to a bank account/card, and they could run up a big bill for their parents/guardians.

Slide 7 – DDOS (Distributed Denial of Service) attacks 

Young people may be more familiar with ‘botnets’ or ‘stresser tools’ in relation to receiving spam and being knocked out of a game whilst playing online.


Help & Support

Dorset Police – Find advice, statistics, and crime prevention help. Report a crime or contact us online.
Home | Dorset Police

Childline - Free and confidential help for young people in the UK including Bullying, Sex & Relationships, Abuse, Feelings, Home & Families, School Childline | Childline  Sexting and sending nudes | Childline



	Supporting resources
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